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3.9.3.1.6.2

ESET Endpoint Antivirus
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3.94.1

ESET

Endpoint Antivirus

>
° - ESET Endpoint Antivirus
o - ESET Endpoint Antivirus
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o - Web URL
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Ctrl + C Ctrl  Shift
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o - XML
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3.9.4.2

Internet
ESET Endpoint Antivirus “ "
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Endpoint Antivirus Internet
Internet Explorer
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- HTTP
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3.9.4.5

ENDPOINT ANTIVIRUS
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° ee - ESET SyslInspector

ESET Sysinspector

° ee - ESET Syslinspector

° — xml xml

3.9.4.7 ESET LiveGrid®
ESET LiveGrid®

ESET
ESET LiveGrid® ESET Endpoint Antivirus
1. ESET LiveGrid® ESET Endpoint Antivirus
2. ESET LiveGrid® ESET
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ESET Endpoint Antivirus ESET
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" > ESET LiveGrid®
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ESET .doc
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3.9.4.8
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] ekrn.exe 630 + 1Bl ESET Security
!‘f vboxservice, exe 704 'H'i 1 £ Oracle VM VirtualBox Guest...
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- Windows windows-1250
e Japanese (ISO-2022-JP)

- ASCII (QP) 8

(46i60)
%

% ComputerName% -
%ProgramName% -
%TimeStamp% -
%UserName% -
%InfectedObject% -
%VirusName% -
%ErrorDescription% -
%Scanner% -
%Action% -

%InfectedObject% %VirusName%

LAN Windows

Unicode (UTF-8) ACSII 7
ANSI

%ErrorDescription%



3.94.11

ESET Endpoint Antivirus

ESET
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3.9.4.12 Microsoft Windows

Windows Microsoft Windows ESET
Endpoint Antivirus

3.9.4.13 ESET CMD

ecmd (ecmd.exe) GUI
ESET Endpoint Antivirus .xml
ESET CMD
o -
o - .xml .xml
.xml
ESET CMD / ESET Endpoint Antivirus
ecmd Windows
(cmd) Error executing command.
ecmd ERA

ecmd /getcfg c:\config\settings.xm

ecnd /setcfg c:\config\settings.xm

.xml
1. ESET XmlSignTool eset .xml
2. Windows (cmd)
3. Xm Si gnTool . exe.
4, .xml Xm Si gnTool <xm _file_path>
5. XmlSignTool .xml

ESET CMD  ESET Endpoint Antivirus
A
ESET CMD > >
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3.9.5

3.9.5.1
ESET Endpoint Antivirus
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ESET Endpoint Antivirus

- ESET Endpoint Antivirus
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>
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RAM
ESET Endpoint Antivirus
(GUI
> ESET > ESET Endpoint Antivirus GUI ESET Remote
MSP ESET Endpoint Antivirus
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3.9.5.3.1
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HIPS
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3.10.2

ESET ekmn
ESET Endpoint Antivirus

- PCAP
ESET
C:\ProgramDatalESET\ESET Security\Diagnostics\ ( Windows Vista
Usersl... Windows
- Windows

CPU

C:\Documents and Settings\All

ESET



3.10.3
ESET Endpoint Antivirus .xml

ESET Endpoint Antivirus

> /
> /
export.xml
i
SAMNSHIEE

AEHRIEERTE—T xvL 3UF, LIERENEIRE.

A
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B
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i 4m
fo fa

TE AT RN EE ST

3.10.4

ESET Endpoint Antivirus -
ESET

ecls [ ]

/base-dir=FOLDER

/quar-dir=FOLDER

/exclude=MASK “ "
/subdir

/no-subdir

/max-subdir-level=LEVEL

/symlink

/no-symlink

/ads ADS
/no-ads ADS
/log-file=FILE “ K

xml

35

ueclsu

ubatn
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/log-rewrite
/log-console
/no-log-console
/log-all
/no-log-all

/aind

/auto

[files

/no-files

/memory

/boots

/no-boots

/arch

/no-arch
/max-obj-size=SIZE
/max-arch-level=LEVEL
/scan-timeout=LIMIT
/max-arch-size=SIZE
/max-sfx-size=SIZE

/mail

/no-mail

/mailbox
/no-mailbox

/sfx

/no-sfx

rtp

/no-rtp

/unsafe

/no-unsafe
/unwanted
/no-unwanted
/suspicious
/no-suspicious
/pattern

/no-pattern

/heur

/no-heur

/adv-heur
/no-adv-heur
/ext=EXTENSIONS
/ext-exclude=EXTENSIONS
/clean-mode=MODE

/quarantine
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rigorous - ecls.exe
delete - ecls.exe
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/no-quarantine

/help
/version
/preserve-time

10
50
100

100

3.10.5

3.10.6 ESET SysInspector

3.10.6.1 ESET Sysinspector
ESET Syslinspector

ESET Syslinspector

xml

Syslinspector ESET Remote Administrator

Syslinspector

ESET SyslInspector

3.10.6.1.1
ESET Sysinspector

ESET Sysinspector

ESET
Security
Syslnspector

ESET Security

10

Sysinspector.exe
> ESET > ESET Endpoint Antivirus

ESET

>ESET
ESET Endpoint Antivirus ESET

ESET

ESET
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3.10.6.2

SYSINSPECTOR

ET Y T (@ T T r——— Efgﬁm.sl

|iRTEIS: I b smes.exe |

B sExeimEs #EfEA

¥ Procesy systémovej nefinnosti 0

F System 4

» 7] smss.exe 12

» [85] csrss.exe 796

» (85 wininit.exe 332

» (5] csrss.exe 340

4 . winlogon.exe 363

» [17] services.exe 4328

* [0 Isass.exe 136

» [B5] Ism.exe 444

+ @77 suchost.exe 552

* ¥4 vboxservice.exe 612 -
' 1 ] b

[m7] c\windows\system32\smss.exe
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Ak E 2013/08/27 15:59
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3.10.6.2.1
ESET SyslInspector
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i
ESET Syslnspector Windows Vista
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ESET Sysinspector

6 9 ESET
ESET Online Scanner ESET Online Scanner

3.10.6.2.2 ESET Sysinspector
ESET SyslInspector

“ " “ K Hash

ESET SyslInspector \?22\

ESET Syslinspector
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DNS P

“ " Windows Services

“ " Microsoft Windows

/ Windows

Program Files

ESET Syslinspector

3.10.6.2.2.1
ESET Syslinspector

Ctrl+O
Ctrl+Ss
Ctrl+G
Ctrl+H
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3 3-9
4, U 4-9
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Hash
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+
Ctrl+9
Ctrl+0

Ctrl+5
Ctrl+6
Ctrl+7
Ctrl+3
Ctrl+2
Ctrl+1
BackSpace

Ctrl+W
Ctrl+Q

Ctrl+T
Ctrl+P
Ctrl+A
Ctrl+C
Ctrl+X
Ctrl+B
Ctrl+L
Ctrl+R
Ctrl+z
Ctrl+F
Ctrl+D
Ctrl+E

Ctrl+Alt+O
Ctrl+Alt+R
Ctrl+Alt+1
Ctrl+Alt+2
Ctrl+Alt+3
Ctrl+Alt+4
Ctrl+Alt+5
Ctrl+Alt+C
Ctrl+Alt+N
Ctrl+Alt+P

F1

Alt+F4
Alt+Shift+F4
Ctrl+l

Internet

Microsoft

99



3.10.6.2.3

>
> ESET SyslInspector
>
> ZIP
ESET Syslinspector
o /
o /
o N /
o A /
HERE
duiH=E: B
ai— B Sysinspector-L0G-110813-12162ml [2 hod]
b LB AR
R Bl ¥
EiFI09TmE PEdea e i) 1] RIS
EfERREYINE MoersohiEbReY e
o IHC R P e s || IR S S A S
R EC R
ARECHE TE = PR AT
previous.xml ESET Syslinspector
current.xml
>

Syslsnpector.exe current.xml previous.xml
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3.10.6.3
ESET Syslinspector

/gen GUI
/privacy

Izip zip

Isilent

/blank ESET SyslInspector /

Sysi nspector.exe [load.xm ] [/gen=save.xm ] [/privacy] [/zip] [conpareto.xm ]

SyslInspector.exe .\clientlog.xml
SyslInspector.exe /gen=.\mynewlog.xml
SyslInspector.exe /gen=.\mynewlog.zip /privacy /zip
Syslinspector.exe new.xml old.xml

3.10.6.4
ESET Syslinspector

ESET Sysinspector

1. ESET Sysinspector

2. Shift

3.

4.

5. - +
/

6. ESET Sysinspector “ "> ”

7 « »

3.10.6.4.1

ESET Sysinspector
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3.10.6.4.2

(ev) GUI (gv) (Iv)
xml

“_n wpn

01) Running processes

UNC CRC 16 *)

01) Runni ng processes:

- \ Syst enRoot\ Syst en82\ snss. exe *4725*

- C:\W ndows\ systenB2\ svchost. exe *FD0O8*
+ C:\ W ndows\ syst enB2\ nodul e32. exe * CF8A*
[...]

module32.exe ‘4

02) Loaded modules

02) Loaded nodul es:

- c¢:\wi ndows\ syst enB2\ svchost . exe
- c:\wi ndows\ syst enB2\ ker nel 32. dl |
+ c:\wi ndows\ syst enB2\ khbekhb. dI |
c:\wi ndows\ syst en32\ advapi 32. dl |

[...]

khbekhb.dll ~ “+”

03) TCP connections ( TCP
TCP

03) TCP connecti ons:

- Active connection: 127.0.0.1:30606 -> 127.0.0.1:55320, owner: ekrn.exe

- Active connection: 127.0.0.1:50007 -> 127.0.0.1:50006,

- Active connection: 127.0.0.1:55320 -> 127.0.0.1: 30606, owner: OUTLOOK. EXE

- Listening on *, port 135 (epmap), owner: svchost.exe

+ Listening on *, port 2401, owner: fservice.exe Listening on *, port 445 (m crosoft-ds), owner:
System

[...1]

TCP

04) UDP endpoints ( UDP
UDP

04) UDP endpoi nts:

port 123 (ntp)

port 3702

port 4500 (ipsec-nsft)
port 500 (isaknp)

+

o O oo

—ocoooo
eeeo
cooo

[...

UDP
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05) DNS server entries ( DNS
DNS

05) DNS server entries:
+ 204.74.105. 85
- 172.16.152.2

[...]
DNS

06) Important registry entries

06) I nmportant registry entries:
* Category: Standard Autostart (3 itens)

HKLM SOFTWARE\ M cr osof t \ W ndows\ Curr ent Ver si on\ Run
- Hot KeysCmds = C:\ W ndows\ syst en32\ hkcnd. exe
- lgfxTray = C\W ndows\ systenB2\i gf xtray. exe

HKCU\ SOFTWARE\ M cr osof t \ W ndows\ Curr ent Ver si on\ Run
- Google Update = "C:\Users\antoni ak\ AppDat a\ Local \ Googl e\ Updat e\ Googl eUpdat e. exe" /c
* Category: Internet Explorer (7 itens)

HKLM Sof t war e\ M crosoft\ | nternet Explorer\Min
+ Default_Page_URL = http://thatcrack.com
[...]

07) Services

07) Services:

- Nanme: Andrea ADI Filters Service, exe path: c:\w ndows\systenB2\aeadi srv.exe, state: Running,
startup: Automatic

- Nane: Application Experience Service, exe path: c:\w ndows\systen32\ael upsvc.dll, state: Running,
startup: Automatic

- Nanme: Application Layer Gateway Service, exe path: c:\w ndows\systenB2\al g.exe, state: Stopped,
startup: Manual

[---]

08) Drivers

08) Drivers:

- Nane: Mcrosoft ACPlI Driver, exe path: c:\w ndows\system32\drivers\acpi.sys, state: Running,
startup: Boot

- Name: ADI UAA Function Driver for High Definition Audio Service, exe path: c:

\'wi ndows\ syst en82\ dri ver s\ adi hdaud. sys, state: Running, startup: Manual

[...]

09) Critical files
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09
*

3.

3.

) Critical files:
File: win.ini
[fonts]

[ ext ensi ons]
[files]

MAPI =1

o]

File: systemini

[ 386Enh]

woaf ont =dosapp. f on
EGABOWOA. FON=EGA80WOA. FON
o]

File: hosts
127.0.0.1 | ocal host
::1 local host

-]

10.6.4.3

10.6.5

ESET Sysinspector
ESET Syslinspector

ESET Sysinspector

ESET SyslInspector
XML %USERPROFILE%\My Documents|
COMPUTERNAME%-YYMMDD-HHMM.XML”

ESET Sysinspector

ESET Sysinspector
ESET Sysinspector

SYSINSPECTOR.EXE

SDK
SDK

ESET Sysinspector

104

ESET Syslinspector

ESET Sysinspector

“%Scriptname%”

ESET Sysinspector

>

“SysInpsector-%

“

Windows Vista/7

“g



“6 - L]
ESET Syslinspector ESET Syslinspector

ESET SyslInspector Internet ?

ESET SyslInspector “ " ESET
Microsoft Windows

Rootkit
Rootkit Rootkit
Rootkit
"Signed by MS" "Company Name"
ESET Sysinspector
ESI CAT - %systemroot%
|system32\catroot CAT
CAT
“Signed by MS” “CompanyName”

3.10.6.6 ESET Endpoint Antivirus ESET Syslinspector

ESET Endpoint Antivirus ESET SyslInspector “ "> ESET Sysinspector ESET
Syslnspector

ESET Syslinspector

ESET Sysinspector

. / -
. .- XML
3.10.7

Remote Monitoring and Management (RMM) is the process of supervising and controlling software systems using a locally
installed agent that can be accessed by a management service provider. The default ESET Endpoint Antivirus installation
contains the file ermm.exe located in the Endpoint application within the directory c:\Program Files\ESET\ESET Security
ermm.exe is a command line utility designed to facilitate the management of endpoint products and communications with
any RMM Plugin. ermm.exe exchanges data with the RMM Plugin, which communicates with the RMM Agent linked to an
RMM Server. By default, the ESET RMM tool is disabled. For more information, see

The default ESET Endpoint Antivirus installation contains file ermm.exe located in the Endpoint application directory
(default path c:\Program Files\ESET\ESET Security ). ermm.exe exchanges data with the RMM Plugin, which
communicates with the RMM Agent that is linked to an RMM Server.
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e ermm.exe — command line utility developed by ESET that allows managing of Endpoint products and communication with
any RMM Plugin.
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3.10.7.1 RMM

Remote monitoring management is run using the command line interface. The default ESET Endpoint Antivirus installation
contains the file ermm.exe located in the Endpoint application within the directory c:\Program Files\ESET\ESET Security

Run the Command Prompt (cmd.exe) as an Administrator and navigate to the mentioned path. (To open Command Prompt,
press Windows button + R on your keyboard, type a cmd.exe into the Run window and press Enter.)

The command syntax is: er nm cont ext command [ opti ons]
Also note that the log parameters are case sensitive.

Bl CAWINDOWS\system32\cmd.exe - = X

id of scan to retrieve

product configuration

ermm.exe uses three basic contexts: Get, Start and Set. In the table below you can find examples of commands syntax.
Click the link in the Command column to see the further options, parameters, and usage examples. After successful
execution of command, the output part (result) will be displayed. To see an input part, add parameter - - debug at the of the
command.

Context Command Description

get Get information about products
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Context

start

set

Command

Description

Get information about product

Get information about license

Get protection status

Get logs

Get information about running scan
Get product configuration

Get information about update

Get information about last activation
Start task

Start on demand scan

Start activation of product

Start deactivation of product

Start update of product

Set options for product

Set configuration to product

In the output result of every command, the first information displayed is result ID. To understand better the result

information, check the table of IDs below.

Error ID Error Description

0 Success

1 Command node not present "Command" node not present in input
json

2 Command not supported Particular command is not supported

3 General error executing the command  |Error during execution of command

4 Task already running Requested task is already running and
has not been started

5 Invalid parameter for command Bad user input

6 Command not executed because it's RMM isn't enabled in advanced settings

disabled or isn't started as an administrator
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3.10.7.2 JSON

3.10.7.2.1

Get the list of application statuses and the global application status

Command line

ermm exe get protection-status

Parameters

None

Example

call

"conmand": "get protection_status",
"id": 1,

"version":"1"

result

"idUl,
"result":{
"statuses":[{
"id":"EkrnNot Acti vated",
"status": 2,
"priority":768,
"description":"Product not activated"

M

109



"status": 2,
"description":"Security alert”

.

“error":null

3.10.7.2.2

Get information about the installed application

Command line

ermm exe get application-info

Parameters

None

Example

call

"conmand": "get _application_info",
"id"i 1,

“version":"1"

result

"id'g,
"result":{
"description":"ESET Endpoint Antivirus",
"version":"6.6.2018.0",
"product":"eea",
"l ang_i d": 1033,
"modul es": [{
"id":" SCANNER32",
"description":"Detection engine",
"version":"15117",
"date":"2017-03-20"
oA
"id":" PEGASUS32",
"description":"Rapid Response nmodul e"

"version":"9734",
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"date":"2017-03-20"
oA
"id":"LOADER32",
"description":"Update nodul e",
"version":"1009",
"date":"2016-12- 05"
oA
"id":" PERSEUS32",
"description":"Antivirus and anti spyware scanner nodul e",
"version":"1513",
"date":"2017-03- 06"
oA
"id":" ADVHEUR32",
"description":"Advanced heuristics nodul e",
"version":"1176",
"date":"2017-01-16"
oA
"id":" ARCHI VER32",
"description":"Archive support nodul e",
"version":"1261",
"date":"2017-02-22"
oA
"id":" CLEANER32",
"description":"Cl eaner modul e",
"version":"1132",
"date":"2017-03- 15"
oA
"id":"ANTI STEALTH32",
"description":"Anti-Stealth support nodul e",
"version":"1106",
"date":"2016-10-17"
oA
"id":" SYSTEMSTATUS32",
"description":"ESET Syslnspector nodul e",
"version":"1266",
"date":"2016-12-22"
oA
"id":" TRANSLATOR32"
"description":"Transl ati on support nodul e",
"version":"1588B",

"date":"2017-03-01"

A
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"id":"H PS32",
"description":"H PS support modul e",
"version":"1267",
"date":"2017-02- 16"

oA
"id":" PROTOSCAN32",
"description":"Internet protection nodul e",
"version":"1300",
"date":"2017-03-03"

oA
"id":"DBLI TE32",
"description":"Database nodul e",
"version":"1088",
"date":"2017-01- 05"

oA
"id":" CONFENG32",
"description":"Configuration nmodule (33)",
"version":"1496B",
“date":"2017-03-17"

oA
"id":"IRIS32",
"description":"LiveGrid communicati on modul e",
"version":"1022",
"date":"2016- 04-01"

oA
"id":" SAURON32",
"description":"Rootkit detection and cl eani ng nodul e",
"version":"1006",
"date":"2016-07- 15"

oA
"id":"SSsL32",
"description":"Cryptographic protocol support nodul e",
"version":"1009",
"date":"2016- 12- 02"

}

3.

"error":null
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3.10.7.2.3

Get information about the license of the product

Command line

ermm exe get license-info

Parameters

None

Example

call

"conmmand": "get |icense_info",
"id": 1,

"version":"1"

}
result
{
"id":l,
"resul t":{
"type":"NFR",
"expiration_date":"2020-12-31",
"expiration_state":"ok",
"public_id":"3XX-7ED 7XF",
"seat _id":"6f726793-ae95-4e04-8ac3-e6a20bc620bf",
"seat _name":" M
B
"error":null
}
3.10.7.2.4

Get logs of the product

Command line

ermm exe get logs --nanme warnlog --start-date "2017-04-04 06-00-00" --end-date "2017-04-04 12-00-00"

Parameters

Name Value
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name { all, virlog, warnlog, scanlog, blocked, hipslog, urllog,
devctrllog } : log to retrieve

start-date start date from which logs should be retrieved (YYYY-MM-
DD [HH-mm-SS])

end-date end time until which logs should be retrieved (YYYY-MM-DD
[HH-mm-SS])

Example

call

{

"command": "get _| ogs",

"id":l,

"version":"1",

"params": {
"name": "warnl og",
"start_date":"2017-04-04 06-00-00",

"end_date":"2017-04-04 12-00-00"

}
}
result
{
"id":l,
"resul t":{
"war nl og": {
"di spl ay_nane":"Events",
"logs":[{
"Time":"2017- 04- 04 06- 05- 59",
"Severity":"Info",
"Pluginld":"ESET Kernel",
"Code": " Mal war e dat abase was successfully updated to version 15198 (20170404).",
"UserData":""
oA
"Time":"2017-04-04 11-12-59",
"Severity":"Info",
"Pl ugi nl d":"ESET Kernel",
"Code": " Mal war e dat abase was successfully updated to version 15199 (20170404).",
"UserData":""
H
}
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.

"error":nul

3.10.7.2.5

Get information about the last activation. Result of status can be { success, error }

Command line

ermm exe get activation-status

Parameters

None

Example

call

"command": "get _activation_status"
"id": 1,

"version":"1"

result

"id':1,
"result":{

"status":"success"

.

"error":nul
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3.10.7.2.6

Get information about running scan.

Command line

ermm exe get scan-info

Parameters

None

Example

call

"conmand": "get _scan_i nfo",
"id": 1,

"version":"1"

}

result

{

"id":l,

"resul t":{
"scan-info":{
"scans":[{

"scan_i d": 65536,

"timestanmp": 272,

"state":"finished",

"pause_schedul ed_al | owed": f al se,
"pause_tinme_remain":0,
"start_time":"2017-06-20T12: 20: 332",
"el apsed_tickcount": 328,
"exit_code": 0,
"progress_filename":"Operating nenory",
"progress_arch_filenane":"",

"total _object_count": 268,
"infected_object_count":0,

"cl eaned_obj ect _count": 0,

"l og_timestanp": 268,

"l og_count": 0,

"l og_path":"C:\\ ProgranDat a\\ ESET\\ ESET Security\\Logs\\eScan\\ndl 31494. dat",
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"username":"test-PC\\test",
"process_i d": 3616,
"thread_id": 3992,
"task_type":2

M,

"pause_schedul ed_active":fal se

}
Bo
"error":null
}
3.10.7.2.7

Get the product configuration. Result of status may be { success, error }

Command line

ermm exe get configuration --file C\tnp\conf.xm --format xmnl

Parameters

Name Value

file the path where the configuration file will be saved
format format of configuration: json, xml. Default format is xml
Example

call

{

"command": "get _configuration",
"idUl,

"version":"1",

"params": {

"format":"xm ",

"file":"C\\tnp\\conf.xm"

result

"id": 1,

"resul t":{
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"configuration":"PD94bWwgdnVyc2l vbj 0i MS4w=="
b

“error":null

3.10.7.2.8

Get information about the update. Result of status may be { success, error }

Command line

ermm exe get update-status

Parameters

None

Example

call

"command": "get _updat e_st atus",
"id": 1,

"version":"1"

}
result
{
id":1,
"resul t":{
"l ast _update_tinme":"2017-06-20 13-21-37",
"l ast _update_result":"error",
"l ast _successful _update_time":"2017-06-20 11-21-45"
}
"error":null
}
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3.10.7.2.9

Start scan with the product

Command line

ermm exe start scan --profile "profile name" --target "path"

Parameters

Name Value

profile Profile name of On-demand computer scan defined in
product

target Path to be scanned

Example

call

{

"conmmand":"start_scan",
"id':1,

"version":"1",
"paranms": {
"profile":"Smart scan",

"target":"c:\\"

}

}

result

{

id": 1,

"resul t":{
"task_id": 458752
},

"error":nul
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3.10.7.2.10

Start activation of product

Command line

ermm exe start activation --key "activation key" | --offline "path to offline file" | --token "activation to
Parameters

Name Value

key Activation key

offline Path to offline file

token Activation token

Example

call

{

"command":"start_activation",
"id":l,

"version":"1",

"params": {

"key" " XXXX- XXXX- XXXX- XXXX- XXXX!

}

}

result

{
id" 1,
"resul t":{
Do
"error":null

}
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3.10.7.2.11

Start deactivation of the product

Command line

ernm exe start deactivation

Parameters

None

Example

call

{

"command": "start_deactivation",
"id":1,

"version":"1"

result

"id":1,
"result":{

}

"error":null

3.10.7.2.12

Start update of the product. Only one update may be running in the product so in case the update is already running, "Task
already running" error code is returned

Command line

ermm exe start update

Parameters

None

Example

call

{

"command": "start_update",
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"id"d,

"version":"1"

}
result
{
"id": 1,
"resul t":{
Bo
"error":{
"id":4,
"text":"Task al ready running."
}
}
3.10.7.2.13

Set configuration to the product. Result of status may be { success, error }

Command line

ermm exe set configuration --file C\tnp\conf.xm --format xm --password pass

Parameters

Name Value

file the path where the configuration file will be saved
password password for configuration

value configuration data from the argument (encoded in base64)
Example

call

{

"command": "set _configuration",
"idUl,
"version":"1",
"paranms": {
"format":"xm ",

"file":"C:\\tnmp\\conf.xm",

"password": "pass"
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result

{
"id":1,
"result":{

b

"error":nul

}

3.11

3.11.1

3.11.1.1

ESET

3.11.1.2

Internet

123



3.11.1.3

e Downloader - Internet

e Dropper -

e Backdoor -

o Keylogger — -

e Dialer - Internet
Dialer

3.11.1.4 Rootkit

Rootkit Internet
Rootkit Windows
Rootkit :
1. Rootkit Rootkit
2. ESET Endpoint Antivirus
Rootkit
3.11.1.5
Internet
3.11.1.6
/
PIN
P2P Spyfalcon  Spy Sheriff
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3.11.1.7
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3.11.2.3

3.11.2.4

3.11.3 ESET
3.11.3.1

CVE

ESET

3.11.3.2

3.11.3.3 ESET LiveGrid®
ESET LiveGrid® ThreatSense.Net®

ESET
ESET LiveGrid®
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3.11.3.4 Java

Java ESET
URL

3.11.3.5

Web javascript Powershell
Antimalware Scan Interface (AMSI)

&

HIPS

Web

Mozilla Firefox
Google Chrome
Internet Explorer
Microsoft Edge

Web

3.11.3.6

ESET LiveGrid®

3.11.3.7 DNA

ESET DNA
ESET DNA

“ ? ESET DNA
DNA

3.11.3.8 UEFI
(UEFI) (HIPS)

Java

Web

UEFI >

IUEFI

UEFI ESET
UEFI

wscript.exe

UEFI

Java

cscript.exe )

UEFI
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